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Mobile Health Apps – Threshold Concerns for the Digital 
Health Economy
By Rick Martinez

Suddenly, it seems like mobile 
health applications are every-
where. From watches that track 
physical activity and implants 

that analyze cardiac rhythms to contact 
lenses that monitor diabetic glucose levels. 
The software that drives these devices can 
work around the clock to collect, store and 
share sensitive health data. 

Industry experts estimate that, in 2015, 
over 500 million smartphone users will 
monitor some part of their life with a 
health app. According to Research2Guid-
ance.com, by 2018, that number will rise 
to over 1.7 billion health app users. While 
health app developers will certainly benefit 
from this growth, they also face unique 
challenges because of the sensitivity of the 
involved electronic data.

Evolving Legal Landscape
Despite the health app boom, Congress 

has yet to enact a comprehensive regula-
tory framework. Instead, a hodgepodge of 
mostly federal directives provides limited – 
but instructive – guideposts for developers 
on their data-related responsibilities and 
legal exposure. This includes:

No. 1 – FTC enforcement. Through en-
forcement actions, the Federal Trade Com-
mission (FTC) has established a standard 
of care requiring companies to take “rea-
sonable” steps to protect sensitive electron-
ic data. But knowing just what will be con-
sidered “reasonable” in an environment of 
relatively limited legal precedent, and daily 
evolving technologies, is its own challenge. 
A review of your security protocols by 
counsel familiar with FTC enforcement ac-

tions should help you identify areas for im-
provement and effective risk mitigation. The 
FTC’s care standard also directs businesses 
to communicate their privacy policies to 
consumers very carefully and accurately. 
Formal privacy policies are not the only 
concern, as the agency will scrutinize any 
privacy claims made to consumers and hold 
companies accountable when they fail to 
honor the promises that have been pledged. 

Health apps also come under the FTC’s 
scrutiny when they make false claims or 
otherwise stretch the truth about the effec-
tiveness of their apps. If the scientific data 
is not there to back the health claims of 
your app, the FTC may come after you for 
false or unsubstantiated claims. The agency 
did so recently with a melanoma detection 
app called, Mole Detective. 

No. 2 – FDA nonbinding guidance. In 
October 2014, the Food and Drug Admin-
istration (FDA) published nonbinding guid-
ance highlighting its cybersecurity concerns. 
The guidance recommends app developers 

identify and analyze breach risks, security 
protocols and remedial measures during a 
health app’s design and development phases. 
The FDA also created a detailed, suggested 
cybersecurity framework.

No. 3 – Other state and federal regula-
tory schemes. Data-related responsibilities 
and liabilities may arise from a host of other 
sources. Exposure can come from subject-
specific laws like HIPAA as well as individ-
ual state data protection laws. The National 
Institute of Standards and Technology 
(NIST) also releases periodic NIST stan-
dards, which can be found on their website 
(https://www.nist.gov/cyberframework/). 
Additionally, The Department of Home-
land Security’s US-CERT (https://www.
us-cert.gov/) issues frequent best practices 
and vulnerability alerts. This patchwork of 
oversight can hinder a company’s ability to 
understand and respond to the scope of its 
growing obligations and exposures. 

Privacy and Cybersecurity
Health app developers also need to make 

data privacy and cybersecurity paramount 
concerns. As apps generate and commu-
nicate more data, the risk of unauthorized 
data access and exploitation sky rockets. 
Proof of that point? According to the U.S. 
Department of Health and Human Ser-
vices, in just the last year alone, over 10 
million health records were breached and 
studies show that the value of health data 
to thieves exceeds the value of stolen credit 
card data. 

While many threats to cybersecurity can 
be prevented, far more cannot. Hackers 
will keep creating new and complex hack-
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ing methods quicker than protections can 
be put in place. Resulting data compro-
mises can have devastating consequences. 
In addition to costly damages and reputa-
tional harms, a cyber breach can prevent a 
health app from properly functioning and, 
in the worst-case scenario, cause harm to 
the end user. 

To mitigate these vulnerabilities and 
correlating liabilities, health app develop-
ers should conduct in-depth audits of their 
existing privacy and security policies and 
protocols. Health app developers need to 
understand: what data they collect; why they 
collect that data; how to embed a privacy 
layer during technology development; how 
they and their app share data; and how col-
lected data gets monitored and stored.

When appropriate, cybersecurity mea-
sures should include stringent access con-
trol and encryption mechanisms, as well as 
robust remedial and corrective action plans.

Intellectual Property Issues
Health app developers should also remain 

aware of latent intellectual property issues. 
Aside from seeking software and name IP 
protections, developers need to understand 
any possible ownership claims to data. As 
large amounts of previously unavailable 
health data surface, new ways of leverag-
ing this information will emerge. Given the 
limitless potential benefits of this valuable 
information and the multiple stakeholders, 
data ownership, access and control disputes 
seem likely to be on the horizon. 

A Strong Offense is the Best 
Defense

These are just a few of the pitfalls app 
developers may face. To remain com-
petitive in this environment of fast-paced 
technology development and rising stakes, 
companies must be aware of and continu-
ally monitor their legal obligations and 

potential liabilities. An informed company 
can better protect its health data and avoid 
costly consequences of a privacy mishap or 
data breach.
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